Award Winner: 2025 Small Business Professional of the Year for Washington, D.C.

Craig Williams, CEO, Cyber Synergy, LLC

CYBER SYNERGY e) Cybe rSynergy

CAPABILITIES STATEMENT Corporate Status: 8(a) and SDB

Delivering the Power of Synergy -

Our proven track record of delivering world-class cybersecurity
enables senior leadership to achieve mission-critical
objectives by delivering tailored cybersecurity strategies. Our
expertise bridges technical excellence with strategic vision,
fostering long-term resilience and operational success.

Cyber Synergy: Our Key Differentiators

V" Proactive Leadership Support: Collaborating with senior leaders to align cybersecurity initiatives with strategic priorities.

v' Comprehensive Cybersecurity Risk Mitigation: Delivering tailored strategies that address technical gaps and provide actionable
insights for resilience.

v" Forward-Thinking Expertise: Leveraging emerging technologies to deliver innovative, scalable solutions for mission-critical
environments.

OUR CORE SERVICES

Cybersecurity Enterprise Technology Facilitation & Training
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We serve as strategic advisors to senior Our development team leverages the We enable senior leaders to identify
leadership. We assess, develop, and latest technology to deliver innovative critical risks, strengthen collaboration, and
implement cybersecurity strategies that solutions that optimize performance and make informed decisions to enhance
mitigate risks and align with overarching keep your organization ahead in a organizational resilience.
mission objectives. dynamic digital landscape. . CTTX Fadilitation

« CTTX Coordination * Mobile App Development « Organizational Strategy

 Security Assessment/CMMC + Cloud-Based Solutions « Cybersecurity

* Threat Remediation » Database Development « Custom Course Development

 Penetration Testing « Portal Development « Instructional Design

Clients and Partners include:
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Contract Vehicles:

GSA 8(a) MAS Pool
GSA MAS Contract #: 47QTCA20D00B 1

GSA8(a) STARS Il Contract #:
47QTCB21D0433

SeaPort-NxG Contract #: NO017825D7241
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CYBER SYNERGY PAST PERFORMANCE

Department of Defense
Cybersecurity Vulnerability Evaluation

Collaborates with senior leadership at a classified DoD agency to oversee and guide cybersecurity assessments and life cycles. The team
conducts cyber vulnerability evaluations, comprehensive risk assessments, and mission-based assessments on major DoD weapon systems
and national security systems. Cyber Synergy facilitates strategic discussions and leads Cyber Tabletop Exercises (CTTX), enabling senior
leaders to enhance collaboration, improve incident response, and align cybersecurity strategies with mission objectives. By delivering
actionable insights and fostering proactive leadership engagement, Cyber Synergy strengthens the critical systems cybersecurity posture,
ensuring critical systems remain resilient and ready to counter evolving threats.

Department of Defense
Cybersecurity Strategy and Policy Support

Supports senior leadership to develop comprehensive cybersecurity strategies, align processes with mission objectives, and strengthen the
resilience of critical systems through strategic facilitation and CyberTabletop Exercises (CTTX). Our team monitors technical activities,
participates in peer reviews for vulnerability assessments, and facilitates CTT X to strengthen incident response capabilities. We design
strategic plans, developed performance metrics, and created automated solutions to support training and user engagement. Through
strategic facilitation, we align processes with organizational goals and streamlined workflows for enhanced efficiency. These efforts provide
actionable insights, improved cybersecurity protocols, and fostered collaboration among stakeholders. Cyber Synergy’'s comprehensive
approach fortifies the organization’s cybersecurity service offering.

QTIN5 Defense Information Systems Agency
Cybersecurity Supply Chain Risk Management

Develops assessment reports, white papers, briefings, meeting minutes, requirement documents and demonstrations to analyze risk and
recommend courses of actions to Senior leadership to increase the resilience of the enterprise information infrastructure. We partner with
key DISA stakeholders to ensure the desired result is met within budget and within scope of the requirement. Our Team provide s analysis in
support of the development of DISA risk acceptance, risk avoidance and risk mitigation strategies as they relate to the documentation and
information collected by the Mission Assurance Branch through the DoD critical asset identification process. Our team will include single
points of failure, pairwise points of concern, supply chain risk analysis and seams and gaps analysis.

U.S. Army
* Website Support, Communications and Technical Outreach

Provides professional and technical services, website management support, social-media support services, and conference-related services.

Additionally, our team is developing a Customer Relations Management (CRM) Tool to enable increased engagement with small businesses
and a mobile application mirroring key OSBP website content, providing an alternative way for small businesses to reach AOSBP and to
receive data and targeted announcements.

USDA Forest Service
Enhanced PSI Protection

Collaborates with the USDA Forest Service to strengthen its Personally Sensitive Information (PSI) Protection Program. Using federal
standards, including NIST guidelines, we assess and enhance data handling processes to ensure compliance with regulatory requirements. Our
work includes developing strategic plans, conducting process analysis, and implementing targeted training programs to address vulnerabilities
in the storage, dissemination, and disposal of PSI. We also provided continuous monitoring and annual updates to maintain long-term
compliance and operational efficiency. The engagement results in improved PSI security protocols, increased stakeholder proficiency, and
actionable recommendations for ongoing risk mitigation. Cyber Synergy's tailored solutions enhances the USDA Forest Service's ability to
safeguard sensitive information effectively.

evenTs Events DC
Network Assessment and Remediation

Performed internal network assessment, penetration and vulnerability testing, firewall security review and extemal website scans. The team
used NIST Special Publication 800-115, including Network Discovery, Network Port and Service Identification and Vulnerability Scans. The
resultant report provided several recommendations to mitigate the organization's risks including modifications to policy, process, and
procedures; changes to the security architecture; deployment of new security technologies; and deployment of OS and application patches.

Corporate Status ) and SDB

Facility Clearance: NAICS: 611430, 511210, 541511, 541512, 541519, 611420, 541611, 541513, 541690, UEL GNNLMJYR7HH4
Top Secret 561110, 541330, 561320, 611710, 518210, 519190, 541430, 541490, 541612, 541618, DUNS: 070564643
541990, 561210, 561990 CAGE Code: 6XE59

Cyber Synergy, LLC 9 Offices: cybersynergy.net

1409 Florida Ave NW Washington, DC 20009 Phone: (919) 355-2399

@ CyberSynergy (Mailing)106 Bashford Rd Raleigh, NC 27606 Fax: (919) 355-2399

X and Instagram: @CyberSynergy18

info@cybersynergy.net
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